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Policy: It is the policy of Southwest Michigan Behavioral Health (SWMBH) to ensure protection of data and
systems from unauthorized access and change. Employment of strong passwords is a fundamental
element in supporting this policy. Safeguarding protected health information (PHI) is everyone’s
responsibility. Under no circumstances are network passwords to be shared with others.

Purpose: To define strong password requirements essential to securing SWMBH systems as well as
compliance with Health Insurance Portability & Accountability Act (HIPAA), Hi-Tech and National
Institute of Standards & Technology (NIST) guidelines.

Scope: All SWMBH staff and users of SWMBH systems

Responsibilities: All SWMBH system users are required to comply with the standards and guidelines noted in
this document.

Definitions:
A. HIPAA — Health Insurance Portability and Accountability Act. U.S. legislation that provides data privacy
and security provisions for safeguarding healthcare information.

B. NIST — National Institute of Standards & Technology. Non-regulatory agency of US Department of
Commerce.

C. Hi-Tech Act — Section of American Recovery and Reconstruction Act (ARRA) which outlines Meaningful
Use of electronic health records (EHR).

Standards and Guidelines:
A. Strong passwords must be used and will meet the following complexity requirements:
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1. Passwords will have a minimum of 10 characters. Of those 10 characters, passwords must contain
3 of the 4 following requirements:
a. At least 1 Uppercase letter;
b. At least 1 Numeric character;
c. At least 1 Special Character such as @ # & etc.
d. At least 1 lower case letter
B. Password Management
1. Passwords will be force-changed every 90 days.
. Passwords will be remembered for 5 iterations.
. Minimum password age will be 1 day
. Login accounts will be deactivated for 30 minutes after 10 failed attempts.
. Passwords will not be shared.
. Passwords will not be written down and left in vulnerable areas (I.E. under keyboard or monitor).
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References: None

Attachments: None
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